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Red Canary
Readiness Exercises

Prepare for your security incidents with continuous training,
tabletops, and atomic tests in one experience

Empower your security team and -
improve incident preparedness

Readiness Exercises is a learning experience platform that enables teams to HIGHLIGHTS
continuously train for real-world situations, so they can get ready and stay

ready for today’s top security threats.
Unify training, tabletops, and

With on-demand content and expert training, organizations can improve atomic tests in a continuous
their incident preparedness by continuously practicing and validating learning experience platform
the skills, processes, and playbooks required to quickly respond to security

threats.

Conduct interactive,
on-demand exercises

Stay ahead of real-world threats with
content based on the latest security Benchmark current skills
. . againstindustry standards
intelligence

Scenarios are inspired by threat intelligence and adversary research from Track progress over time

millions of investigations Red Canary conducts annually. This expertise
is mapped to industry-standard frameworks, such as NIST and MITRE
ATT&CK®, to ensure teams practice the most critical scenarios, including
those ripped from the latest headlines.

Prepare for real-world threats

Run exercises internally or have
Since training is tied to the latest intelligence, you will be able to confidently Red Canary facilitate
answer questions and proactively report on your ability to respond to
specific threats.

To be the best you need to continuously train

The best teams in the world all share a common trait - they continuously practice and improve their skills to
ensure they are ready for anything that comes their way. However, training cybersecurity teams effectively can
take a lot of work. Getting the team together can be challenging, and when training does occur, it is difficult to
engage participants and measure progress.

This is why Readiness Exercises leverage a continuous learning approach. Practices occur on a frequent

weekly or monthly basis instead of annually or ad-hoc. Whether conducted internally or facilitated by Red Canary
experts, they engage participants and ensure that lessons stick, so you will be ready when an actual incident
occurs. Built-in reporting and scoring measure how maturity is improving and where to focus to get even better.
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KEY BENEFITS

B Continuously improve your readiness: Benchmark current skill levels against industry standards
through frequent feedback and scoring. Onboard new team members and establish a culture of
ongoing skill improvement.

B Train for real-world threats: Continuously practice and validate team preparedness against realistic
scenarios based on trending adversary groups, tools, and MITRE ATT&CK® techniques.

B Get training, tabletops, and atomic tests in one experience: Bring together disparate learning
tools and run them in your environment to maximize their relevance and impact.
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A Junior Network Engineer received an email from a threat actor masquerading as a Microsoft sales person
offering a free trial of their new next gen AV. The Junior Network Engineer downloads the trial version.

‘ ‘ Now our team can continuously train and benchmark our progress,
learning from the Red Canary team who respond to real-world
threats daily. It gives me confidence knowing that we’re better
prepared for the next threat that comes our way.

Michael Strong %;
CHIEF SECURITY OFFICER, GCI (NASDAQ: GNCMA) GCI

For more information about Readiness Exercises
visit



http://redcanary.com/cybersecurity-readiness

